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FOREWORD 
Human institutions and the people who manage them make and im-
plement decisions based on a wide variety of considerations, some 
rational, some habitual, some instinctive. 

Civilian institutions that use fissile materials for energy, propulsion, 
medical devices, and research are no different. Around the world, 
these facilities are subject to a wide range of regulations regarding 
safety, security, and accountability, and some have adopted prac-
tices that go beyond what is legally required. 

But there has long been a concern that too many facilities are not 
adequately protected against theft or sabotage by terrorists and crim-
inals or against diversion into military nuclear-weapons develop-
ment programs. And while there are ongoing discussions about how 
to improve nuclear security, many experts remain concerned that 
key vulnerabilities are not being adequately addressed quickly 
enough. 

Governmental and nongovernmental organizations that advocate for 
improved nuclear security have traditionally focused considerable 
attention on the development and advocacy of global standards and 
their implementation at the national level, an approach that has been 
effective in a number of key areas of concern. But in recent years, 
as globalism is increasingly displaced by a resurgent nationalism, 
progress toward a more effective global system of nuclear govern-
ance has slowed considerably—and collective efforts have largely 
stalled. 

Nuclear security advocates and facilities face a wide range of differ-
ent challenges to making and implementing decisions that would 
improve nuclear security beyond the status quo. Those challenges 
emerge from interactions between so many factors—financial in-
centives, social pressures, information, norms, etc.—that some be-
lieve a new approach might be needed just to make sense of that 
complexity. 

To that end, Nancy Gallagher and Jonas Siegel of the Center for In-
ternational and Security Studies at Maryland (CISSM) commis-
sioned us to map out the complexities involved in the effort to 
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achieve nuclear security, suggesting we focus on the barriers to fis-
sile materials security as a way of bounding the problem. 

Our organization was founded to help coalitions and organizations 
overcome the complexities involved in their efforts to solve very 
challenging global problems, such as human trafficking, climate in-
action, and declining economic mobility. We approach this work us-
ing multidisciplinary tools designed for understanding and influenc-
ing complex systems. Our goal is to help our partners identify and 
activate effective, self-sustaining strategies. 

CISSM was interested in seeing how our approach could be applied 
to enhancing nuclear security. This report presents the results of our 
scoping work on this topic. In the future, CISSM hopes to build on 
this analysis to cover all aspects of nuclear governance and show 
how different types of nuclear risk reduction efforts could be used 
in mutually reinforcing ways. 

In addition to presenting our initial findings on the complexities of 
nuclear security advocacy, this report also represents the first offi-
cial publication of the Foundation for Inclusion’s System Stories Se-
ries. It is common among systems practitioners to present the results 
of their scoping research in the form of system maps—visual charts 
showing how all relevant factors affect each other. (Subsequent 
phases turn system maps into simulations that let stakeholders inter-
act with such knowledge.) But system maps can be difficult to read 
and comprehend. So for our scoping work we prefer to present our 
results in simplified charts portraying only the most important dy-
namics, with labels showing “system stories” and “subplots.” 

• System stories are the main research findings that explain, at 
the system level, why a problem persists—usually because 
one or more feedback loops make the problem self-perpetu-
ating. 

• Subplots are factors—often overlooked—that influence 
some aspect of those feedback loops and that therefore have 
the potential to help break the cycle and contribute to self-
sustaining solutions. 

We have found this approach to be an effective early stage in a 
broader effort to rigorously test different potential solutions across 
a wide range of scenarios and uncertainties (e.g., through participa-
tory research and complex-system simulation modeling). 
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1. INTRODUCTION 

RADIATION 
In 1985, a private radiotherapy clinic in the city of Goiânia in Goiás, 
Brazil, was relocated, but much of its equipment was left behind, 
including a therapy unit that used cesium-137 (Cs-137) as its radio-
logical fuel. Two years later, the abandoned unit was stolen for 
scrap. The thieves who dismantled it, enchanted by the glowing blue 
substance they found inside, showed it off to family and friends be-
fore selling the remaining scrap to another dealer. By the time a fam-
ily member realized the glowing substance was making people sick 
and turned it in to local authorities, thousands of people had been 
exposed to radiological contamination, with dozens suffering effects 
ranging from nausea to amputation. Four people died of radiation 
poisoning. It was one of the worst nuclear accidents ever to emerge 
from a civilian source of radiological materials.1 

One decade later, the leader of the Chechen rebel movement pub-
licly announced a capability to produce a radiological dispersal de-
vice,2 at one point telling a television network he had buried a con-
tainer of Cs-137 in a public park in Moscow. Despite repeated 
threats, Chechen rebels never detonated it. When authorities found 
the Cs-137 container in Izmailovskiy Park, it was wrapped in explo-
sives—probably the closest the world has ever come to an inten-
tional attack via radiological dispersal, in this case a so-called dirty 
bomb. But other extremist organizations have expressed interest in 
or attempted to assemble the materials for a dirty bomb or to sabo-
tage nuclear power plants in the hope of having the same effect.3 

While the source of radiation in both of these cases was Cs-137 that 
had previous been used for legitimate civilian purposes, Cs-137 is 
neither the only nor the most dangerous source of radiation in use 
by civilian institutions worldwide. Cobalt-60 (Co-60), iridium-192 
(Ir-192), radium-226 (Ra-226), and other radioactive isotopes are 
commonly used for cancer therapy, food irradiation, industrial 
gauges, industrial radiography, radioisotope thermoelectric genera-
tors (heating devices), radiological research, and well logging (anal-
ysis of boreholes). All have legitimate civilian purposes, and any of 
them would put public safety at risk in an incident of theft or acci-
dental dispersal. 
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FISSILE MATERIALS 
None of these radiological elements, however, can be used to create 
nuclear energy. That requires fission of an isotope of either uranium 
(U-235) or plutonium (Pu-239) or a blend of both in oxide form 
called mixed oxide (MOX) fuel.4 These fissile materials, including 
low-enriched uranium (LEU, a fuel containing only 3–5 percent of 
U-235), can be used for nuclear energy generation and in research 
laboratories (e.g., to produce neutrons). But only Pu-239 and highly 
enriched uranium (HEU, a fuel with 20 percent U-235 or more) can 
be used to make a nuclear weapon. These fissile materials—Pu-239, 
LEU, HEU, and MOX—are also much more powerful sources of 
radiation than the radiological materials mentioned in the opening 
paragraphs. That makes them efficient sources of radiation for en-
ergy (power plants, research and test reactors), propulsion (ice 
breakers), and the production of medical isotopes (imaging, radio-
therapy). But it also makes them more attractive targets for sabotage 
and theft for terrorist purposes or for diversion into nuclear weapons 
programs, all of which pose a threat to public safety. 

Are civilian facilities and transportation services around the world 
adequately securing the fissile materials under their control? 

Believing they were not, the United States invited other states to 
participate in the first of a series of four biennial Nuclear Security 
Summits (NSS) in 2010 with the purpose of helping states lower the 
risk of nuclear terrorism by reducing and securing civilian fissile 
materials. The nuclear industry hosted a series of official side 
events, the Nuclear Industry Summits (NIS), with the same general 
objectives, but involving industry leaders rather than government 
officials. Nongovernmental organizations (NGOs) focusing on nu-
clear-security issues organized similar events. 

The main accomplishments of the NSS series centered around ac-
tions undertaken by participating states (and some others) that se-
cured HEU by converting HEU reactors to LEU reactors, moved 
unused HEU stocks or spent fuel into more secure facilities, down-
blended HEU to LEU (i.e., reduced the percentage of U-235), de-
stroyed plutonium stocks, repatriated unused HEU stocks and spent 
fuel to countries where it could be stored securely, purchased excess 
HEU and converted it to LEU for use in civilian energy, and passed 
national laws and changed certain practices to strengthen nuclear 
and radiological security and prevent smuggling. Some observers 
celebrated the summits for introducing the innovation of “gift bas-
kets” (voluntary commitments), a practice that was replicated to 
some success at the climate action talks in Paris in 2015.5 
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But these accomplishments, while important, were the “low-hang-
ing fruit” of nuclear security.6 Multidimensional problems usually 
have a range of “fixes,” some easier to implement than others. As 
the easier fixes are implemented, the average difficulty of the re-
maining ones increases. Even successful strategies eventually fail, 
because there are diminishing returns on success. In an international 
system dominated by a few powerful states, small states can be pres-
sured to downblend or repatriate HEU, for example. Over time, 
however, HEU stocks will remain mainly in states with just enough 
power to resist pressure. At the facility level, the low-hanging fruit 
was for facility managers to hire security teams to help them comply 
with security regulations. Getting them to convert HEU reactors to 
LEU reactors is a tougher sell when customers don’t demand it and 
owners don’t see a business case for investing in conversion. 

The final Nuclear Security Summit in 2016 ended with far more 
commitments than accomplishments, and the more difficult goals of 
the NSS series remain far from having been achieved.  

It had been expected that, after the four planned summits, the five 
key international organizations with authority over some aspect of 
nuclear security—the International Atomic Energy Agency (IAEA), 
the United Nations (UN), the International Criminal Police Organi-
zation (Interpol), the Global Partnership Against the Spread of 
Weapons and Materials of Mass Destruction (GP), and the Global 
Initiative to Combat Nuclear Terrorism (GICNT)—along with the 
nuclear industry would gather for lower-level summits after 2016. 
But that has not happened.7 

With the rise of anti-globalist leaders and populist movements 
worldwide, there is little likelihood that a high-level multilateral ap-
proach of any sort will be launched in the near future.8 

Moreover, the NGOs that monitored the summits and advocated for 
specific issues to be addressed in the agendas have lost some of their 
collective energy since the summits ended. 

For example, the Fissile Materials Working Group (FMWG) is a 
global coalition that was founded as a coordinating body on nuclear 
security issues on behalf of about 80 NGOs worldwide. During the 
summits it took a leading role in monitoring, agenda-setting, and 
tracking the commitments made by the 53 states participating in the 
summits. At the final summit, it recommended that, to continue the 
summit’s momentum, participating states should prioritize the elim-
ination of HEU from civilian applications, prioritize the security of 
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military nuclear materials, improve information sharing on stand-
ards and best practices, and encourage the strengthening of security 
culture at the international and national levels.9 

The FMWG, its network of NGOs concerned about fissile materials 
security, and other NGOs concerned primarily with radiological ma-
terials or related issues all continue to be interested in improving the 
security of these materials, but their collective efforts toward that 
goal have largely stalled. Without the summits to focus their atten-
tion, disagreements among members over goals and strategies com-
bined with a restrictive decisionmaking structure have stalled the 
FMWG, and the collective work of advocacy groups more generally 
has fragmented.10 

Given this state of play—stalled multilateral action, fragmented ad-
vocacy—the time seems right to ask what it will take at this point to 
encourage civilian facilities to adopt safer alternatives to fissile ma-
terials and, more broadly, to develop a culture of security enabling 
facilities to be more proactive in mitigating and adapting to risk as 
it emerges and evolves. 

METHOD AND ROADMAP 
This report presents the results of a preliminary study focused on 
that question. Its purpose is not to provide a definitive answer but to 
map the factors affecting nuclear security so the next phase of re-
search can prioritize attention to the dynamics most likely to influ-
ence the quality of nuclear security governance in the future. Per-
haps more importantly, this report seeks to draw attention to 
underemphasized opportunities to experiment with different path-
ways to nuclear security. 

For this scoping study, the general problem of nuclear security gov-
ernance needed to be bounded, so this report’s primary focus is on 
the security of fissile materials. But a number of our observations 
are likely to be applicable to radiological materials as well. 

Given the preliminary nature of this study, these observations should 
be taken as hypotheses that are worth testing, rather than as robust 
findings. Our recommendations are therefore geared toward future 
research rather than policy and governance. 

Our primary audience is the nuclear security NGO community and 
their funders rather than government or industry. Throughout this 
report we use the terms “advocates” or “experts” as a convenient 
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shorthand for this audience, even though we recognize that different 
NGOs have different missions and take different approaches: some 
as scholars, some as conveners, some as advocates. Most, however, 
seem to focus their efforts on what it will take to improve nuclear 
security, however they individually define it. And most seem to rec-
ognize that their collective efforts and progress toward their collec-
tive goal have both stalled. 

The focus of this study, therefore, was on the factors that stand be-
tween their efforts and their goals, asking: Why isn’t nuclear secu-
rity improving at the rate or scale advocates believe is necessary? 
What are the factors and dynamics preventing progress? And where 
are the most promising opportunities for kickstarting progress? 

The approach we took to answer these questions is a system mapping 
exercise. System mapping involves a set of well-developed methods 
and visualizations for making sense of situations involving many 
factors, many actors, and perplexing outcomes. By displaying how 
different factors affect each other, we are able to show the causal 
structure of the problem11 in a way that clearly identifies the likely 
dynamics preventing progress, plus potential paths to self-sustaining 
solutions. A system map also makes it easier for anyone working on 
any aspect of nuclear security see how their work fits in to the col-
lective effort. (It can also serve, in future research, as a basis for 
simulating different strategies to aid in decision making.) 

To identify relevant factors, determine their causal relationships, 
and identify key dynamics, we reviewed relevant published works 
and interviewed a number of experts who focus on nuclear security 
at the international, national, and facility levels. 

In the section that follows (Section 2, “Goals and Risks”), we offer 
some background and a system map showing current risks to nuclear 
security and a brief summary of the state of play on goals and efforts 
to improve nuclear governance, with an emphasis on efforts focused 
on industry. 

The key finding of this preliminary study is that the most promising 
alternative to a multilateral pathway to enhanced nuclear security 
seems to be an industry pathway. It is, after all, the owners or man-
agers of the civilian facilities themselves whose practices will need 
to change if nuclear security is to be enhanced. This is not to down-
play national and international efforts, which have been the primary 
focus of much of the nuclear security and arms control communities 
for half a century, with important (if mixed) results. Rather, the fo-
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cus on industry is a response to the reality of rising sentiment world-
wide against globalism and the concerns of some experts that mul-
tilateral pathways are increasingly blocked. 

The justification for this focus on an industry pathway is provided 
in Section 3 (“Four Stories about Fissile Materials”). We offer a 
concise system map showing how four feedback loops interact to 
produce today’s stagnation in efforts to enhance nuclear security.12 
The complexity of these interactions can only be understood fully 
through computer simulation, which was beyond the scope of this 
study (but could be part of future work). But some of that complex-
ity can still be explained by the system’s structure. 

Because system maps can be challenging to understand on their 
own—they are designed, after all, to portray a problem’s complex-
ity—we convey our findings through simple “system stories.” Each 
system story focuses on a particular set of factors and their causal 
structure. 

Section 3 includes four interrelated stories—addressing issues of 
awareness, advocacy, pressure, and motivation—that together ex-
plain why progress on nuclear security has stalled. The system map 
in Figure 2 portrays not only the system structure and these stories 
but also several “subplots.” Subplots are factors that are not part of 
the main feedback loops the stories describe but that do influence 
factors within those stories. Subplots, as we treat them, point to po-
tential opportunities for overcoming resistance to progress. 

Section 4 (“Pathways to Nuclear Security”) picks up where these 
stories leave off, shifting the focus to the owners and operators of 
facilities who are the ones making the practical decisions that affect 
security directly. A third system map (Figure 3) shows a set of fac-
tors at the international, national, industry, and individual levels that 
interact in ways that influence facility-level decisionmaking. Three 
system stories emerge from this chart, focused around the norms, 
narratives, and actions of facility managers.13 As in the previous sec-
tion, these system stories have subplots that are suggestive of poten-
tial pathways to stronger nuclear security within facilities. 

In the final section (Section 5, “Recommendations for Future Re-
search”), the stories and subplots are summarized and used as a 
springboard for recommending several specific lines of research to 
determine which of the potential opportunities to break through the 
stagnation have the most promise. 
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Specifically, three lines of future research are recommended: one 
focused on the public (designed to both elicit information and raise 
awareness), one focused on advocacy organizations (to identify the 
elements of a collective strategy), and one focused on facilities (to 
understand and bridge narratives about nuclear security govern-
ance). 
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2. GOALS AND RISKS 
Natural uranium (U) is made of up mostly the isotope U-238, with 
less than 1 percent of the highly radioactive isotope U-235. Natural 
uranium can be enriched into a fuel containing 3–5 percent of U-235 
to produce LEU, or more than 20 percent U-235 to produce HEU. 
Pu-239 is a highly radioactive isotope of plutonium that is produced 
during the decay of U-238. It needs to be isolated from spent fuel to 
be reprocessed into a usable form. Both Pu-239 and U-235 can be 
converted to their oxides and combined to create MOX fuel. Once 
used in nuclear energy generators or research reactors, LEU, HEU, 
and MOX produce spent fuel, which can either be reprocessed into 
usable fuel or stored in water for cooling, in some cases later trans-
ferred to dry casings for permanent storage. Unused HEU can also 
be downblended into usable LEU. Pu-239 waste is extremely dan-
gerous and must be stored securely. 

In general, the goal of nuclear security is to ensure that the most 
radioactive and toxic of these substances—namely, HEU, Pu, MOX, 
spent fuel, and nuclear waste—are produced, transported, used, and 
stored in a way that minimizes risks during all phases of the nuclear 
fuel cycle.14 

Figure 1 is a type of system map, called a stock-and-flow diagram, 
portraying how fissile materials move (or “flow”) between different 
use scenarios. The most dangerous fissile materials (HEU, Pu, and 
MOX) that are currently in use in civilian applications are aggre-
gated into a single stock shown at the center (labeled “fissile mate-
rials currently in use”). This stock increases as more fissile materials 
are produced (bottom-center green arrow, “production”). Safer al-
ternatives (such as LEU and natural uranium) that some facilities 
currently use—and that other facilities could use if they were to 
adopt different technologies—are aggregated into a single stock 
shown at the top of the figure (“alternative tech in use”). This stock 
increases as more of these safer fuels are produced (top green arrow, 
“alt tech production”). 

There are four things that can happen to the most dangerous fissile 
materials during normal use (follow the arrows from the center). 
They can be: 
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• used, which turns them into spent fuel (Figure 1, left), which 
itself can be either reprocessed back into usable fuel (bot-
tom-left) or stored as waste (top-left); 

• destroyed and stored as waste (top-left); 

• downblended and used in alternative technologies (top-cen-
ter); or 

• secured and accounted for and either continue to be used in 
civilian applications or stored in ways that are considered re-
sponsible (top-right). 

The goals of nuclear security tend to revolve around these last three 
pathways (the green arrows flowing from the center stock to the 
three stocks at the top of Figure 1): destroying the most dangerous 
fissile materials and storing them in a secure-waste facility; down-

 

FIGURE 1. PATHWAYS TO RISKS AND GOALS 
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blending them into LEU or natural uranium for use in civilian appli-
cations; or doing a better job of securing and accounting for the 
more dangerous materials that continue to be in use. 

The more fissile materials that are moved into these “goal” path-
ways, the less likely it is that they will move down one of the three 
main “risk” pathways (the green arrows flowing from the center 
stock to the stocks in the bottom-right corner of Figure 1). In these 
risk pathways, fissile materials can be: 

• sabotaged in a physical or cyber attack resulting in local ra-
diological dispersal; 

• stolen for potential use in a radiological dispersal attack else-
where; or 

• diverted for military use in nuclear weapons.15 

There is some debate surrounding how serious these risks are in the 
real world. Risk is usually measured as a combination of probability 
(the likelihood an event will happen) and value (the severity of the 
event if it were to happen). 

It is generally agreed that there have been very few attempts to sab-
otage or steal fissile materials and even fewer successful attempts. 

The concern tends to be one of transparency and tracking: we simply 
do not know the scale of the problem because data collection and 
reporting are not comprehensive or systematic. The CNS Global In-
cidents and Trafficking Database identified 870 incidents between 
2013 and 2017 in which nuclear or radiological materials were dis-
covered not to be under regulatory control somewhere in the world, 
but very few involved uranium, plutonium, or thorium.16 For exam-
ple, in 2017, only two incidents involving fissile materials were se-
rious: missing HEU and an illegal attempt to sell P-239 and P241.17  

At worst, it seems, there are occasional attempts to steal but rarely 
any attempts to sabotage fissile materials (or at least no systematic, 
open-source reporting of such incidents). One industry expert, who 
explicitly was not downplaying the risks, nevertheless pointed out 
that, “After 70 years, there have been six fatalities associated with 
attacks at nuclear facilities worldwide—compared to 9,000 in avia-
tion, for example.”18 



FISSILE MATERIALS SECURITY IN CIVILIAN FACILITIES 

© 2019 FOUNDATION FOR INCLUSION INC.  11 

The low number of attempts seems to argue that nuclear security 
should not be a serious concern: If there are so few attempts because 
terrorist or criminal entities have determined that the difficulty of 
getting access to fissile materials or facilities is not worth the effort 
when there are other, easier ways to achieve their illicit goals, then 
stronger nuclear security is not needed: it is already deterring at-
tacks. 

That is not, however, the view of most nuclear security experts and 
advocates, who tend to focus on the other side of the risk equation: 
the severity of an attack were it to happen in terms of deaths, inju-
ries, long-term health consequences, and psychological effects on 
the population. “No one knows what the real probability of nuclear 
terrorism is. It may well be quite low,” wrote Matthew Bunn and 
Nickolas Roth in late 2017. “Given the scale of the consequences, 
the countries of the world have an obligation to do everything in 
their power to ensure that the dark day after a terrorist nuclear blast 
never comes.”19 An early 2019 report from Harvard’s Managing the 
Atom Project summarized what is known about nuclear and radio-
logical security risks this way: 

No one really knows what the chances are that adversaries would try 
to steal nuclear material or cause a major radioactive release from 
any particular nuclear site or transport. No one really knows what 
the chances are that such adversaries would use particular tactics or 
capabilities. No one really knows what the chances are that the se-
curity system in place would succeed in stopping such an attempt. 
No one really knows what the chances are that if adversaries man-
aged to steal nuclear material they would make and detonate a nu-
clear bomb, or what the chances are of different levels of radioactive 
release resulting from sabotage or attack.20 

Protecting citizens from terrorist attacks of any sort is one of the 
most important responsibilities of a state. As the Irish Republican 
Army announced after a failed assassination attempt against Marga-
ret Thatcher, “Today we were unlucky, but remember we only have 
to be lucky once. You will have to be lucky always.”21 

To prevent disastrous consequences, in other words, experts and ad-
vocates generally argue that there is an ongoing need to monitor vul-
nerabilities and fill gaps. 

A number of vulnerabilities have been identified: the way fissile ma-
terials are transported, the potential for theft or sabotage by facility 
staff (insider threats), a culture within facilities that views security 
as the job of the security team rather than all personnel, the potential 
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for cyber attacks (such as network intrusions and phishing), and on-
going weaknesses in physical protection that fail to limit access by 
unauthorized personnel or new technologies such as drones.22 This 
is a demanding list of risks to monitor and it is not clear how facili-
ties should prioritize limited resources to address them. 

Several organizations are looking at ways to address these vulnera-
bilities, and some are also advocating that alternative technologies 
be adopted so the most dangerous materials are taken out of circula-
tion. 

But the nuclear security advocacy community, like the arms control 
community more broadly, tends to focus primarily on the need for 
government action—creating legal and regulatory requirements that 
facilities will be required to comply with. 

Within industry, however, are a number of people who are equally 
concerned about nuclear security but who believe the focus on gov-
ernment action has had the unintended consequence of minimum 
regulatory compliance: facilities create a security department and 
give them the responsibility for security compliance, so staff and 
management have never needed to consider security to be a broader 
responsibility, and as a result, a culture of security has very rarely 
developed to the same extent as safety culture.23 

Perhaps the most important message of this report is that the advo-
cacy community has played an important role in motivating govern-
ment action in the past and can therefore take a great deal of credit 
for the low level of nuclear security risk the world faces today. That 
work needs to continue: there is an ongoing need for effective and 
appropriate regulation. 

But the political will globally to go above and beyond today’s level 
of nuclear security regulation is practically subterranean, and the 
path from regulation to security today is foggy, bumpy, and perhaps 
too serpentine to be efficient. 

Other pathways need to be explored, and there seems to be more 
focus behind the collective action on the industry side today than on 
the collective action on the advocacy side. There seems, therefore, 
to be a promising set of pathways that might go through more col-
laboration between the two sides. 

To find those opportunities, we need to begin with the barriers. 
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3. FOUR STORIES ABOUT  
FISSILE MATERIALS 

As the last section discussed, the main risks surrounding fissile ma-
terials are sabotage, theft, and diversion, and the main goals of nu-
clear security are to destroy, downblend, or secure fissile materials. 
It was suggested that it might be useful to look for opportunities for 
progress in the perspectives of the owners and operators of facilities 
and in collaboration between advocates and industry. 

As a matter of logic, facilities are using fissile materials and associ-
ated technologies for a reason: there is some legitimate civilian pur-
pose to their operations (e.g., electric power, research, etc.). Facili-
ties operators will not destroy or downblend their stocks, for 
example, unless they have alternative materials and technologies 
that enable them to accomplish that same civilian purpose at a rea-
sonable cost. And they will not spend limited resources to further 
improve the security of their facilities in the absence of a compelling 
reason to do so. 

Figure 2, therefore, portrays some of the factors that facility manag-
ers would likely be influenced by when presented with the option of 
adopting new security practices or new technologies to deliver ser-
vices to their customers. 

Adoption is the main outcome indicator (Figure 2, green box, top-
center) because, as the last section discussed, the goal of nuclear se-
curity is ultimately to get facilities to adopt some new set of prac-
tices (e.g., new machines that use natural uranium, more intensive 
security training for staff, better cybersecurity, etc.). 

Facilities are indeed adopting new security practices and improving 
existing ones, just not at the rate or scale that had been advocated 
during the Nuclear Security Summits. This relative inaction exists 
despite pressure from advocates intended to increase adoption. Re-
sistance to change in the face of efforts to prompt change is usually 
a symptom of one or more feedback loops counteracting those ef-
forts.24 

In Figure 2, we have identified four key feedback loops that tell four 
“system stories” centered around public awareness, policy advo-
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cacy, external pressure, and internal motivation.25 Each story de-
rives from a set of factors that feed off each other in a way that 
pushes the overall system toward inaction. 

It pays to clarify that these stories are not about existing security 
practices but about the adoption of new, stronger security practices, 
the adoption of new technologies, and the embrace of a stronger cul-
ture of security within facilities. 

For example, the third story, “external pressure on facilities is non-
existent,” is not saying that facilities refuse to comply with regula-
tions or don’t account for public opinion when making decisions 
about how best to secure their facilities. Most facilities are actually 
quite good about compliance with existing regulations—and some 
go beyond the minimal requirements. Instead, that story is saying 
simply that public opinion and new regulations are not giving facil-
ities reasons to adopt new and stronger security practices, such as 
adopting technologies that use alternative fuels or integrating secu-
rity practices into staff training as a matter of course. To put it an-
other way, in facilities that are adopting new practices, the third 
story is saying only that they are doing so for reasons other than 
external pressure. 

FIGURE 2. FOUR STORIES EXPLAINING FISSILE MATERIALS SECURITY 
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Similarly, the fifth story, “normative pressure is weak,” is not argu-
ing that international, national, and industry norms are not an im-
portant reason facilities comply with security standards—on the 
contrary, the system maps shows clearly that norms are an important 
source of compliance. It is simply arguing that, in the absence of 
new normative requirements, if advocates want facilities to adopt 
even stronger practices, they will need to either work harder to get 
new norms passed or find some other path to the adoption of new 
security practices. 

In general, if we include a variable on a system map, it means we 
believe that variable is a contributing factor to facility-level deci-
sionmaking; the stories are primarily conveying that the values of 
those variables are simply too low to make a difference today but 
could change in the future. 

STORY 1. NOBODY KNOWS, NOBODY CARES 
The first story to emerge from this study is about public awareness 
(see Figure 2a): the general public seems to know next to nothing 
about nuclear security in civilian institutions and seems not to care 
enough about the topic to learn. There is obviously a public under-
standing that nuclear energy exists and is potentially dangerous, but 
it doesn’t seem to be a pressing concern except when there is an 
incident—as when a nun and two other protesters broke into a high-
security nuclear weapons facility26—or when there is a proposal to 
build a nuclear power plant in one’s community. 

In the United States, Gallup polling has found Americans’ support 
for nuclear power seems mainly to correlate with the price of oil 
rather than any direct knowledge of nuclear security. In March 2019, 
47 percent of respondents said they consider nuclear energy safe, 
while—for the first time since Gallup began asking about public 
safety—a higher number (49 percent) considered it unsafe.27 But 
that was a question about public safety—likely interpreted by re-
spondents as being about nuclear accidents—not about security risks 
related to theft, sabotage, or diversion. As the keynote speaker at an 
IAEA event on public involvement put it, “It is surprising how often 
there is a disconnect between the very knowledgeable, passionate 
nuclear scientist and the general public.”28 

In this first story, public familiarity with accurate details of nuclear 
security is low, and the adoption of new security practices is low—
and there is a stagnating feedback loop between them that keeps 
them both low.29 
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To find the loop, start with adoption (Figure 2a, green box, and in 
bold below) and follow the arrows through the following varia-
bles:30 

• Adoption + Risks → Incidents. Facilities are not adopting 
new security practices. With the adoption rate low, the pub-
lic is exposed to risk. Adopting new security practices would 
decrease the likelihood of an attempt (to steal, attack, or di-
vert) or would decrease the severity of a successful attempt. 
But because the number of attempts is so low to begin with, 
the number of incidents that put the public at actual risk is 
too low to be newsworthy. 

• Incidents + Public Communication → Public Familiarity. 
As noted earlier, the public does not generally think about 
fissile material security unless a serious security breach gets 
reported in the news. Because the number of incidents is low, 
and because there is very little communication to the public 
about the risks and benefits of nuclear security, the public’s 
familiarity (with nuclear security, risks, and the benefits of 
facilities’ adopting new security practices) remains low. 

 

FIGURE 2A. STORY 1 AND THE “AWARENESS” FEEDBACK LOOP 
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• Public Familiarity → Public Expectations. Because public 
familiarity is low, the public has effectively no expectations 
that facility managers should adopt new practices. 

• Public Expectations + Adoption → Misalignment. With 
public expectations so low, the current low adoption rate al-
ready meets the public’s expectations, meaning there is no 
(perceived) misalignment between the public’s expectations 
and the facilities’ adoption rate. 

• Misalignment → Public Pressure. If there were a misalign-
ment (i.e., if the public believed facilities were not adopting 
new practices enough), there would likely be some public 
pressure on the facilities to adopt. But with no misalignment, 
there is no public pressure. 

• Public Pressure + Psychosocial Factors → Facility Manag-
ers’ Feelings. People respond to different kinds of pressure 
in different ways. How they feel about public pressure de-
pends on the form that pressure takes and a whole host of 
psychological and social factors that influence decisionmak-
ing.31 In this case, public pressure is nonexistent, so facility 
managers’ feelings about being pressured are irrelevant to 
their decisions about whether to adopt new practices. 

• Facility Managers’ Feelings + Business Case → Decisions. 
If feelings about being pressured are not relevant to their de-
cisions, then facility managers will make decisions about 
whether to adopt new practices based on other considera-
tions, primarily the business case for adopting or not adopt-
ing new practices (see Story 4). 

• Decisions → Adoption. Given all of the above, this “aware-
ness” feedback loop shows that, under current circum-
stances, public pressure will play no role in facility-level de-
cisions about adoption. In other words, if this were the only 
dynamic at play, facility managers would never adopt new 
security practices. 

This first story tells us that, unless something changes, decisions at 
the facility level will not be driven by public pressure but by some 
combination of the business case, regulatory pressure, or some 
change in the psychosocial profile of facility managers themselves. 
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This story does have an important “subplot”: At the moment, no-
body is really educating the public about risks and benefits at the 
scale needed to activate this feedback loop. 

There have been times when public familiarity has risen as a result 
either of news reporting on some incident or of an active effort to 
educate the public—communication that has activated this feedback 
loop. For example, news reports about nuclear accidents or security 
breaches have resulted in the public’s expectations for safety and 
security newly exceeding existing practice, leading to demands for 
improved safety and security, exactly as this feedback loop pre-
dicts.32 In cases where efforts have been made to educate the public 
about the quality of a facility’s safety and security, that has also ac-
tivated the feedback loop—but in the other direction: the public 
came to realize existing practice exceeded their own expectations, 
and there was no need to demand improvements. British Nuclear 
Fuels Ltd. (BNFL) led the most extensive such effort to engage the 
public on nuclear issues through its National Stakeholder Dialogue 
between 1998 and 2004, with precisely that result.33 The structure 
of Figure 2 explains both outcomes. 

The IAEA has offered guidance on stakeholder engagement 
throughout the nuclear fuel cycle, and in mid-2019 it held a 
roundtable and launched a webinar series on ways to involve the 
public more.34 A number of organizations, such as the Nuclear Se-
curity Working Group in the United States, work to educate public 
officials and policy makers. 

But overall there remains very little effort to reach the general pub-
lic. Even funding for educating legislators has been declining.35 

In our system map, the variable public communication (Figure 2a, 
yellow box) acts as a switch that—by analogy to an electric circuit—
turns public familiarity “on” and “off”: no communication, no fa-
miliarity; more communication, more familiarity. Communication 
seems to be the only factor in this feedback loop that could be di-
rectly influenced by some group of motivated actors, given the ap-
propriate focus, funding, and scale. 

If public communication and therefore public familiarity were to im-
prove, the public would have better-informed expectations, which 
might or might not be aligned with facilities’ current security prac-
tices or with the adoption rate of new practices. So the nature of that 
communication matters: depending on the substance and framing of 
that communication, public familiarity with current security prac-
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tices could either reassure the public that nuclear security is ade-
quate or trigger an increased concern about its inadequacy. To the 
degree there was a misalignment between public expectations and 
adoption, that misalignment would tend to create public pressure on 
facilities to change their practices, giving this feedback loop the po-
tential to influence decisions at the facility level. 

One has to be careful, however, that public pressure doesn’t back-
fire. The form that public pressure takes can interact in unexpected 
ways with the particular psychosocial factors driving facility man-
agers’ responses to pressure (see Story 3), due simply to normal hu-
man psychology. An increase in public pressure in the absence of 
concern for the business pressures they face, for example, could po-
tentially make facility managers feel resentful and encourage them 
to resist the proposed changes even more strongly. 

The moral of this story—and all of them, in fact—is that the inter-
action of factors is what will influence decisions more strongly than 
any individual factor. 

STORY 2. ADVOCACY IS NOT MAINSTREAM 
In the first story, we saw that the public has no expectations that 
facilities should change their current practices, and therefore there 
is no misalignment between expectations and reality. 

That is where the second story begins. Like the first stagnating feed-
back loop, which kept public awareness and expectations low, there 
is a second stagnating feedback loop that keeps advocacy from gain-
ing enough force to enter the mainstream and feed public expecta-
tions about nuclear security (Figure 2b). 

• Misalignment → Advocacy. Policy advocacy is most effec-
tive when the target policy has broad or well-funded support 
and supporters believe current practice is not in alignment 
with the desired practices.36 As noted in the first story, there 
is no real misalignment today between what facilities prac-
tice and what the public expects them to practice, because 
expectations and the adoption of new practices are both very 
low. As a result—and in the absence of high levels of advo-
cacy funding (not shown)—the public’s perceptions of 
alignment does not put any real force behind the advocacy 
movement. There is no mainstream constituency advocating 
for change.37 
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• Advocacy → Regulation. Without adequate public and finan-
cial support, advocacy today is having little success at pass-
ing new policies at the international, national, or facility lev-
els.  
 
Conventional nuclear security advocacy has tended to focus 
on progress at the international level, believing multilateral 
treaties are a key leverage point in the system. This has been 
a reasonable position for many years, since a single treaty, 
once passed, will require state signatories to put national pol-
icies in place that would in turn require facilities to engage 
in better nuclear security practices. In practice, of course, 
this has never been so straightforward. But in today’s global 
context of growing nationalism and populism, it is even less 
straightforward, as the international level (Figure 2b, bot-
tom-left) has been dramatically weakened as a leverage 
point.   
 
Advocates can no longer expect to make national- and facil-
ity-level progress on regulation all at once through multilat-
eral treaties—at least not very efficiently. This is especially 

 

FIGURE 2B. STORY 2 AND THE “ADVOCACY” FEEDBACK LOOP 
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so now that the advocacy movement itself has fragmented in 
the wake of the NSS. During the NSS, the global NGO coa-
lition had a single series to put their energies behind, the 
FMWG provided one key means to focus that energy, and 
disagreements between NGOs were not as salient as their 
collective opportunity for progress.  
 
Today, the advocacy movement lacks this kind of internal 
consonance (Figure 2b, bottom): it is divided in a number of 
ways, not the least of which is between NGOs in non-nuclear 
weapon states, which place relatively more emphasis on the 
risks of theft and sabotage, and those in nuclear weapon 
states, which tend to emphasize diversion risks. With the end 
of the NSS, NGOs no longer look to the FMWG for leader-
ship or coordination.  
 
In short, progress on regulation is not driven by traditional 
advocacy as much as advocates would like, due to weak-
nesses in public support for advocacy, weaknesses within the 
advocacy movement itself, and global changes that make the 
traditional focus of advocacy an unlikely avenue for pro-
gress. 

• Regulation → Normalization. A regulation has two im-
portant effects. One is to put the power of the state behind 
the demand for certain behavioral changes (see Story 3). The 
other is to signal to members of a society, including industry, 
that those behavioral changes are becoming “normal” in that 
society.  
 
In this case, regulations requiring additional nuclear security 
practices would create a signal that those practices should be 
seen as normal in facilities using fissile materials; as those 
regulations are enforced, that signal would become increas-
ingly strong over time. The types of regulations put in place, 
of course, affect what types of practices become normalized. 
Stronger nuclear security governance could be normalized 
via regulation, but that is not really taking place today. 

• Normalization + Public Familiarity → Public Expectations. 
If stronger regulations were to be put in place—and assum-
ing the public actually knew about it—then that normaliza-
tion of nuclear security would have a tendency to raise the 
public’s expectations for the kinds of security practices fa-
cilities should adopt: facilities would be expected to comply 
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with those new regulations. None of this is happening today, 
and that keeps public expectations low. 

• Public Expectations → Misalignment. If the public ex-
pected facilities to begin complying with new norms of be-
havior surrounding nuclear security, but the facilities failed 
to adopt new practices, then that would create a misalign-
ment between public expectations and reality. That misalign-
ment could potentially put some force behind advocacy, be-
cause advocates would have more public support to press 
facilities into compliance. That is not the case today, how-
ever, because every other variable in this feedback loop is 
weak: weak advocacy, weak regulatory change, weak nor-
malization, low expectations, and no misalignment between 
expectations and reality. As a result, advocates have very lit-
tle fuel with which to power their efforts toward stronger 
regulation, and the cycle of stagnation continues. 

This story has two subplots, however, that might offer opportunities 
to shift this feedback loop out of stagnation mode. 

First, as has been noted several times, one reason regulations are not 
getting passed is the level of regulatory focus (Figure 2b, bottom-
left): multilateral treaties are no longer an efficient means to enforc-
ing behavioral change in facilities worldwide. In fact, of all the ways 
to put normative pressure on facilities to adopt new technologies, a 
multilateral approach might now be the least efficient. 

In the absence of public interest or unified advocacy, international 
rules and multilateral treaties would be slow and laborious to 
achieve under normal circumstances. In a world where more and 
more national leaders—even in the liberal West—are backed by 
growing populist movements that want to reverse globalism, it is 
likely that international rules, multilateral treaties, and voluntary 
commitments are only going to get more difficult to achieve.38 

On many issues, multilateral governance centered around states is 
slowly making way for some form of multistakeholder govern-
ance—stubbornly, but likely inevitably.39 

That is both a problem and an opportunity. The opportunity is that 
more advocacy organizations could choose to shift the focus of their 
efforts to the national and facilities levels. Working on a bilateral 
basis might not be any more efficient than working multilaterally, 
but there might be enough low-hanging fruit to make progress. 
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Working through and with industry seems to have a great deal of 
promise (see Story 4 and Section 4). 

The second subplot explaining slow regulatory progress is a lack of 
consonance between and among advocacy organizations (Figure 2b, 
bottom). When a movement’s efforts and messages are unified or at 
least coordinated, they tend to have more force; a divided movement 
is a relatively ineffective movement. 

The advocates who are active on this issue today are so divided in 
their motivations, missions, and messaging that their collective in-
fluence is diluted.40 

For example, there is a tendency for advocates in nuclear-weapon 
states to emphasize the importance of non-diversion to weapons pro-
grams at the expense of a focus on public safety and physical secu-
rity. That focus that has been building up resentment among advo-
cates in non-weapon states for years. There are a wide variety of 
goals beyond diversion, and there are disagreements over how the 
various goals should be prioritized. 

Even within countries, there are disagreements. Advocacy groups 
that believe nuclear energy is essential to addressing the climate cri-
sis support progress on security. Those who oppose nuclear energy 
entirely argue that a nuclear phase-out would be the most effective 
measure for safety and security. 

This lack of consonance among advocates weakens their advocacy 
and muddies the public’s understanding of the issue and its im-
portance, making it harder to get either regulation or public pres-
sure.41 Effective coordinating structures are needed to give voice to 
differing viewpoints within the movement and to present a unified 
set of proposals to the outside world.42 

STORY 3. EXTERNAL PRESSURE ON  
FACILITIES IS NONEXISTENT 

The third story incorporates most of factors (and parts of the feed-
back loops) of the first two stories. 

In this story, advocacy, regulation, and public opinion have the po-
tential to generate pressure on facility managers to adopt new secu-
rity practices. But these external pressures are balanced against fa-
cilities’ internal motivations. If external pressures are weak or 
nonexistent, then facilities will make decisions based mainly on 
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their internal motivations (see Story 4). That seems to be the case 
today. 

This “external pressure” feedback loop begins with the slow pro-
gress in the adoption of new security practices (Figure 2c, green box, 
top). 

• Adoption →  Misalignment → Advocacy → Regulation. In 
Story 1 we saw that misalignment is the difference between 
expectations and reality with regards to nuclear security.43 In 
Story 2 we saw that misalignment has the potential to put 
force behind advocacy to help pass new regulations. All fac-
tors in this causal chain have very low values today. This 
doesn’t mean new regulations are not being put into force; 
regulatory progress is being made, for example, in cyberse-
curity, a shift toward more outcome-based regulation, and 
the security of small modular reactors.44 But many advocates 
remain concerned that the pace of regulatory progress is too 
slow relative to the seriousness of the risks. 

 

FIGURE 2C. STORY 3 AND THE “PRESSURE” FEEDBACK LOOP 
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• Regulation → Regulatory Pressure. In Story 2 it was ob-
served that a key purpose of regulation is to put the power of 
the state behind the demand for facilities to adopt new nu-
clear security practices and technologies (see Story 2, “Reg-
ulation to Normalization”). At the moment, however, most 
facilities are already complying with national laws related to 
safety and security, and national laws are generally con-
sistent with multilateral treaties. Being mostly compliant al-
ready—and in the absence of new regulations—it is no sur-
prise that facilities today face little to no regulatory pressure 
to adopt new practices. 

• Regulatory Pressure + Psychosocial Factors → Facility 
Managers’ Feelings (about being pressured). The dynamic 
in this link is the same as that of “Public Pressure to Facility 
Managers Feelings” in Story 1: facility managers’ feelings 
about being pressured will depend on how regulatory pres-
sure and public pressure interact, both with each other and 
with the particular psychosocial profile of the managers 
themselves. 

• Facility Managers’ Feelings → Decisions → Adoption. As 
we saw in Story 1, decisions about adopting new security 
practices are a function of (1) external pressures (the combi-
nation of public pressure and regulatory pressure), (2) psy-
chosocial factors, and (3) internal motivations (represented 
in Figure 2 as the business case for adopting). External pres-
sure does not really play a role in facility managers’ deci-
sionmaking today, because there is so little of it, so psycho-
social factors (via feelings in Figure 2c) and the business 
case (Figure 2c, right) remain the primary contributors to de-
cisionmaking. 

These psychosocial factors are central to the key subplot in this 
story. The advocacy community has tended to overlook psychoso-
cial factors as contributors to facility-level decisionmaking (Figure 
2c, yellow box). 

Corporations respond to more than just market and regulatory in-
centives. There is a whole host of psychosocial factors that influence 
executives’ and managers’ decisions about what business practices 
to adopt, including their risk profile, openness to novelty, organiza-
tional culture, social network effects (i.e., what peers are doing), val-
ues orientation, the compliance effects of participation, knowledge 
of options, understanding of risks and benefits, and many other in-
terrelated factors. 
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Research on corporate decisionmaking has found that attention to 
psychosocial barriers and opportunities can contribute to effective 
strategies for influencing corporate behavior.45 

STORY 4. THE BUSINESS CASE IS WEAK 
The fourth story is the logical conclusion of the first three. Decisions 
about what security practices to adopt are made based on a combi-
nation of external pressures and internal motivations. The first three 
stories were about the weakness of external pressure. That leaves 
internal motivations as the primary motivator for decisions to adopt. 
The main influence over facility-level decisionmaking, therefore, is 
inevitably going to be the business case. 

Business-case decisionmaking focuses on forecasts about future 
costs and benefits. The fourth story, therefore, centers around what 
is called a “feedforward” loop (Figure 2d). A feedforward loop is 
similar to a feedback loop but instead of the key decision being in-
fluenced by knowledge of the past and present, the decision is influ-
enced by a forecast of how the decision might affect key outcomes 
(e.g., profit or the ability to deliver a quality product). 

 

FIGURE 2D. STORY 4 AND THE “MOTIVATION” FEEDBACK LOOP 
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• Decisions → Adoption → Direct Benefits (of the new prac-
tice). A facility manager’s decision about whether to adopt a 
new security practice is likely to begin with a forecast of the 
benefits the new practice offers the facility. For example, if 
the performance of a new material (e.g., LEU) or new tech-
nology is thought to be inferior to materials currently in use 
(e.g., HEU), that will count as points against adoption. Hap-
pily, there are indeed safer materials available today that pro-
vide similar performance for a number of civilian applica-
tions. So this story, at least, has potential for a happy ending. 

• Direct Benefits + Costs + Repercussions → Net Benefit. Net 
benefit is a function of (1) the direct benefits of adopting the 
new practice, (2) the cost of adopting it, and (3) the reper-
cussions for not adopting it. Even where there are potential 
direct benefits from adopting, there are still costs involved 
in switching to new security practices or alternative technol-
ogies, and today there are few repercussions for not doing so 
(e.g., fines, higher insurance rates, staff turnover, etc.). 
Where facilities are adopting new security practices, they 
clearly see a net benefit to doing so. Where they are not, they 
apparently see the net benefit as being zero or negative. 
Those advocating for new practices need to account for these 
net benefit calculations. 

• Net Benefit → Business Case → Decisions. Current practice 
is current practice for a reason: the materials in use do what 
the facilities need them to do (subject to the difficult physics 
involved, especially around separated plutonium), and the 
system for securing them has worked well enough for a rea-
sonable enough cost that there is little to no business case to 
be made for changing much. When presented with the option 
of adopting new practices, therefore, facility managers are 
likely to make decisions based on forecasts of the net bene-
fits of adopting and on supply and demand factors, which 
have to do with the price and availability of new technolo-
gies and with the needs of their own customers, staff, or mis-
sion. All of those factors today mitigate against adoption. 

Like the others, this final story has a subplot: demand reduction 
seems to be a blind spot (Figure 2d, yellow box). The business case 
for adopting new practices (especially new technologies that use 
safer materials) is too weak to motivate change at the scale advo-
cates prefer. But much advocacy work seems focused on a supply-
side strategy encouraging the removal of fissile materials from the 
civilian market. Progress in that regard has been slow. 
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Instead of trying to restrict supply, there might be opportunities to 
find ways to reduce demand for fissile materials by making alterna-
tives more attractive. That might involve education and training, 
subsidizing the costs of switching to safer materials, or supporting 
research and development to find ways to improve the performance 
of alternative technologies. 
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4. PATHWAYS TO  
NUCLEAR SECURITY 

Section 3 walked through the key challenges and opportunities sur-
rounding nuclear security. It told a series of stories that began with 
a lack of public awareness and ended with the need for a better busi-
ness case for adopting new practices. Subplots to those stories sug-
gested a set of opportunities advocates might pursue as potential el-
ements of a new approach to nuclear security governance. 

This section picks up where those stories left off. All paths to nu-
clear security pass through the owners and operators of the facilities 
themselves: they are the ones who decide how to address security 
concerns. In some cases, those decisions might be overdetermined, 
as when regulators would shut down their operations if they failed 
to comply with regulations. So regulations—formal norms—are 
clearly powerful tools. But we saw in the previous section that reg-
ulation is unlikely to progress at a pace nuclear security advocates 
would prefer. That suggests a need to explore additional ways to 
influence decisionmaking at the facility level. 

Nuclear security advocacy has long focused on formal norms at the 
global and national levels, so it makes sense to begin by studying 
the path from those norms to facility-level decisions. It is apparently 
not a straight path—or if it is, the path is now largely blocked. The 
mandate, therefore, is to find any branching paths that could serve 
as alternative routes to facility-level decisionmaking, and any feed-
back loops that could make the alternative routes self-sustaining. 

The system map in Figure 2 showed that there are two basic paths 
between regulation and facility-level decisionmaking: 

• regulation → regulatory pressure → facility managers’ feel-
ings → decisions 

• regulation → normalization → public expectations → mis-
alignment → public pressure → facility managers’ feelings 
→ decisions 
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The first relates to formal norms; the second relates to informal 
norms and narratives. What factors influence formal norms, infor-
mal norms, and narratives? The literatures on social psychology and 
the behavioral sciences in general identify more factors than can be 
addressed within the scope of this preliminary study.46 But some 
basic observations can be made here. 

Figure 3 maps out some of the key factors influencing norms (top), 
narratives (bottom-left), and actions (bottom-right). Each of these 
tells its own story about the pathways available to influence facility 
decisionmaking. 

STORY 5. NORMATIVE PRESSURE IS WEAK 
The three “pathway” stories—Stories 5, 6, and 7—together describe 
the simplest feedback loop that can be distilled from the rich litera-
tures in behavioral science and social psychology: norms influence 
narratives, narratives influence actions, and actions influence norms 
(see Figure 3). Story 5 begins and ends with norms but previews the 
remaining stories by taking a journey through narrative and action. 

International norms clearly influence facility-level security (the ar-
rows, after all, trace a path from the top-left to the bottom-right of 

FIGURE 3. THREE STORIES ON THE PATHWAYS TO THE ADOPTION OF NEW SECURITY PRACTICES 
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Figure 3). But there are few new formal norms coming on line today, 
and the likelihood of multilateral action is so low at this point that 
the most promising pathway from norms to actions is through indus-
try norms and standards. 

Psychosocial dynamics tend to privilege “in-group” perspectives 
over “out-group” perspectives,47 and for facility managers, industry 
is the in-group, so industry norms and standards will tend to trump 
the preferences of the nuclear security advocacy community (to the 
degree the preferences of the two communities differ). 

• Norm Consistency → Norm Compatibility. Ideally, formal 
norms such as multilateral treaties and national laws should 
be mutually reinforcing. Global standards will have less 
force on facility decisionmaking if they are not consistent 
with the national laws of the country a facility is in. Even 
with complete consistency among formal norms, other fac-
tors have commensurate influence. Facility managers, staff, 
regulators, inspectors, vendors, and others all live in a social 
context and are subject to the same social-network effects 
and intergroup biases as everyone else.48 That means their 
interactions with others in their professional circles will in-
form their opinions about those formal norms.  
 
Norm compatibility (Figure 3, top-center) is the degree to 
which facility managers perceive the broader norms to be 
consistent with their industry’s norms and standards (Figure 
3, bottom-right). High norm compatibility is desirable, be-
cause having all norms pointing in the same direction will 
tend to encourage high compliance with those norms, 
whereas having different norms pointing in different direc-
tions will make it difficult for facilities to know whose di-
rections to follow. Norm compatibility will tend to be higher 
the more industry actors participate in formal norm-setting 
(Figure 3, yellow box, top-right).  
 
It is important to note that having high norm compatibility 
does not mean all the norms are compatible with better se-
curity practices—only with each other. In fact, that is the 
case today: there is, generally, reasonably good compatibil-
ity across norms and levels of norms.49 But those norms do 
not require the kinds of security practices and technologies 
that have been identified in this study as the goals of im-
proved nuclear security. 
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• Norm Compatibility + Knowledge + In-Group Identity → 
Facility Narratives. Human beings have an understanding of 
the world that tends to be more or less consistent with the 
views of society, with the views of others they closely iden-
tify with, and with the knowledge they have absorbed about 
how the world works (see Figure 3, in-group identity and 
knowledge, left). This understanding of the world is some-
times called a mental model, a worldview, or—the term used 
in this study—a narrative. People’s narratives—the stories 
they tell themselves about the world—shape their behav-
ior.50  
 
Facility managers are no different from anyone else: They 
have narratives about the world, in this case narratives about 
nuclear security in general and the security of their facilities 
in particular. Those narratives are not static. In fact, they are 
changing today in response to information about market 
pressures: as nuclear energy becomes less cost-competitive, 
the cost-effectiveness of different practices is becoming sa-
lient in facility-level security narratives.51 Conversations 
taking place within industry (“in-group” knowledge-shar-
ing) about security and the cost-effectiveness of improving 
it are highly influential on the evolution of facility managers’ 
narratives. 

• Facility Narratives → Facility Decisions → Industry Norms 
and Standards. Back in Story 4, facility-level decisionmak-
ing was influenced by a mix of external pressures, psycho-
social dynamics, supply and demand factors, and the general 
business case for adopting new security practices (see Figure 
2d). Here in Story 5, these factors are not shown (to keep 
Figure 3 readable); it is assumed that facility managers have 
incorporated these influences into their narratives about nu-
clear security.52 Those narratives influence decisions within 
facilities, including decisions about the establishment and 
implementation of policies and procedures for securing fis-
sile materials (see Figure 3, bottom-right). These security 
practices, when aggregated across many facilities, have an 
important influence on the emergence of industry norms and 
the development of industry standards (see Story 7). 

• Industry Norms and Standards → Norm Compatibility. 
Norm compatibility is simply the degree to which industry 
norms and standards are consistent with international and na-
tional norms. As already noted, norm compatibility is high 
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today, but the content of the norms is consistent with a nar-
rative of stasis: most facility managers have no reason to be-
lieve they need to adopt new practices. In their minds, their 
decisions and practices are already consistent with industry 
standards, and because industry standards are already gener-
ally compatible with existing norms at all levels, there is lit-
tle need to change in the ways advocates desire.53 

This story has a key subplot: Participation is an opportunity (Figure 
3, yellow box, top-right). An approach to fissile materials security 
that focuses primarily on international norms and national laws, at 
the expense of facility-level perspectives, is not likely to have much 
influence over security culture at facilities.  

It will be better for industry and advocacy to participate in each 
other’s processes for collecting and sharing information. 

There are some industry-led efforts to define and implement 
stronger security. They are making progress for exactly the reasons 
Figure 3 suggests: facilities are participating in processes that set 
industry norms that influence facility narratives and decisions.54 

Advocates are making less progress for the same reason: they are 
not participating in the processes that facilities consider credible. If 
NGOs advocating for stronger nuclear security are not participating 
in such efforts, they will be the ones who will be excluded from the 
development of (industry-driven and -implemented) norms (see 
Story 7). 

STORY 6. NARRATIVE TRUMPS INFORMATION 
In Story 6, we are concerned mainly with the narratives that facility 
managers (and others) have of nuclear security—that is, the sum of 
the things they believe to be true about fissile materials, the way they 
arbitrate and prioritize different values (the rightness of laws, what 
counts as appropriate practices, etc.), their understanding of the 
sources of risk and security, and so on. 

Narratives tend to have more influence over human decisionmaking 
and behavior than facts do.55 Ideally, the narratives driving the be-
havior of any particular group will be based on facts (or beliefs) that 
are true. Where narratives differ between groups that value truth, the 
difference tends to be one of the interpretation or prioritization of 
facts. 
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To the degree there is a difference between advocates and industry 
with regard to nuclear security, Story 6 says the difference is likely 
one of perspective driven by normal human psychology and social 
interaction—and there is enough knowledge about psychosocial dy-
namics to inform an effort to bridge the differences. This story be-
gins with existing narratives of facility managers (Figure 3, center). 

• Facility Narratives + Confirmation Bias → Information Ab-
sorption. As humans, our existing narratives about the world 
limit the kind of information we are capable of noticing and 
absorbing. Due to a well-documented set of cognitive biases, 
especially confirmation bias, information is unlikely to be 
absorbed if it is not consistent with our existing understand-
ing of the world—that is, with our narratives.56  
 
If facility managers believe their practices, policies, and pro-
cedures are already compliant with relevant standards and 
commensurate with risks, they are likely—but not certain—
to dismiss information that suggests they are misreading the 
standards or risks. 

• Information Absorption → Knowledge. If facility managers 
(like all humans) are predisposed to pay attention primarily 
to confirmatory information, then what they believe about 
the world—their mental database of factual knowledge 
about things like security breaches, near-misses, best prac-
tices, and theft—will be biased in such a way that their con-
clusions will be overdetermined: there is little need for 
change.57 Sharing new information (Figure 3, center-left) 
about the benefits of alternative technologies and materials, 
for example, might not be the most effective way to influ-
ence facility action—unless that new information is pro-
vided to facilities by a source they consider to be credible, 
such as another industry insider: “Peer review is hugely in-
fluential.”58 (Figure 3, source credibility, center-left). 

• Knowledge + In-Group Identity → Facility Narratives. 
Story 6 tells us that our narratives influence the information 
we absorb, which influences the content of our knowledge 
base, which influences our narratives, which are also influ-
enced by our in-group peers—a feedback loop, driven by 
cognitive bias and social identity, that can complicate com-
munication between outside experts and practitioners. 

The key subplot of Story 6 shows a promising way to break into that 
feedback loop: source credibility (bottom-left, 2a). It is possible to 
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successfully introduce new information into a closed system, but it 
requires the use of a source of information the audience finds credi-
ble—someone who shares their (in-group) identity, values, and nar-
ratives or who at least demonstrates familiarity and respect for their 
existing knowledge and narratives.59 

In a situation where a facility manager, regulator, or other deci-
sionmaker does not see the need to improve security practices, it 
makes sense for NGOs advocating for nuclear security to find a dif-
ferent messenger, perhaps by partnering with industry NGOs, stand-
ards bodies, or facilities that have already embraced strong security 
practices. Instead of sharing knowledge, a better approach might be 
to co-produce knowledge with industry and facilities—the 
knowledge exchange is likely to be a two-way street. 

STORY 7. CULTURE CHANGE IS HARD 
Story 7 is the finale. Stories 1, 2, 3, and part of 5 showed that public 
opinion, advocacy, and formal norms are not significant enough fac-
tors to influence facility decisionmaking about security practices in 
the foreseeable future. Stories 4, 5, and 6 showed that business con-
siderations and industry narratives and norms are the dominant fac-
tors driving nuclear security decisionmaking today and therefore 
represent promising pathways to explore. 

These previous stories were all about factors that are too weak to 
overcome the inertia of stagnating feedback loops. Story 7 is more 
about stagnation driven by complexity—by the thick interdepend-
encies that makes culture change so hard. That is why the “Action” 
section of Figure 3 (bottom-right) looks so different from the rest: it 
represents tightly interrelated factors that influence discrete deci-
sions and long-term culture change alike. 

• Facility Decisions → Policies & Procedures ↔ Security 
Practices ↔ Industry Norms and Standards. The ultimate 
goal is to get facilities worldwide to put in place a set of 
practices, policies, and procedures capable of preventing 
theft, sabotage, and diversion of fissile materials. While the 
adoption of alternative technologies and other practices and 
policies is an important component of the strategy for 
achieving that goal, it is the underlying culture—the patterns 
of thought and behavior—with regard to nuclear security 
that will sustain any gains made in the years ahead.60  
 
The owners and operators of facilities are the ones who make 
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decisions about policies, procedures, and practices with re-
gard to facility security. They are influenced by the practices 
of their peers and industry norms more generally, which in 
turn are influenced by facilities in aggregate.  
 
For example, it is common for security at the facility level to 
be largely outsourced to security departments, often made up 
of former military and police personnel who focus mainly on 
physical security and only secondarily on insider threats, 
cyber sabotage, and other sources of risk. By contrast, indus-
try norms encourage facilities to train staff to consider safety 
to be “everyone’s job”—to avoid accidents and injuries—
and as a result there is a strong culture of safety throughout 
the industry. That is not the case with security, which at the 
facility level is generally treated as “someone else’s job.”61  
 
A facility that is being encouraged to distribute security re-
sponsibilities more broadly to its staff is likely to look to 
other facilities to see if they have done so—and if not, why 
not. Unless there is a good business reason or the facility is 
owned or operated by people whose psychosocial profile 
predisposes them to be early adopters, that facility is not 
likely to change. 

Some industry insiders are working to press for such changes, both 
at the level of industry norms and within individual facilities. But 
culture change is hard when there are so many different actors and 
factors involved. Efforts by one set of actors, or improvements in 
one set of factors, are likely to be counterbalanced by the more dom-
inant dynamics stabilizing the system—unless there is broader co-
ordination of efforts across a range of key factors. 

The subplot of this story centers around one such set of key factors: 
the requirements facility managers have to take into consideration 
when deciding how to structure security (Figure 3, yellow box, bot-
tom). These include requirements of their customers, the require-
ments of the industry in the form of formal standards and informal 
best practices, and the requirements of other private-sector entities 
that facilities depend on (e.g., accounting, insurance, and investors). 
All of these requirements are core to the business case and they tend 
to both reflect and contribute to industry norms. 

If these requirements for security were to exceed the requirements 
of existing laws and regulations—for example if investors or insur-
ers were to change how they calculate risk—then facilities would be 
likely to adopt more effective security practices. 
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Requirements are not necessarily easy to influence by any single ac-
tor, but the processes and institutions that are in place to change 
them are likely to be accessible to advocates of nuclear security who 
wish to have a voice, as long as those advocates recognize the les-
sons Stories 5 and 6 teach about source credibility and in-group 
identity: industry narratives and norms will be much more strongly 
influenced by industry actors than by others perceived as outsiders. 
A credibility-building process might well be a prerequisite to effec-
tive engagement. 

Organizations such as the World Nuclear Association (WNA) and 
the World Nuclear Transport Institute have processes in place for 
deliberation and development of requirements related to security. 
For example, WNA’s Working Group on Security, which has been 
chaired by the founder of the World Institute for Nuclear Security 
(WINS) since January 2019, is working to “develop a coordinated 
industry view on how nuclear security objectives are implemented, 
cooperate with the IAEA with the aim of communicating the indus-
try viewpoint, [and] encourage newcomer countries to apply appro-
priate effective security arrangements.”62 Issues under discussion in-
clude “mitigating insider threats; cybersecurity; the safety-security 
interface and culture; and security oversight as part of good corpo-
rate governance.”63 These topics are very consistent with the goals 
of nuclear security outlined in Section 2 (see Figure 1). 

Within the NGO advocacy community, it has been proposed to en-
gage with industry to develop formal (ISO) standards for nuclear 
security.64 These processes and ideas are worth pursuing. 
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5. RECOMMENDATIONS FOR 
FUTURE RESEARCH 

This report has told a tale of two paths. On one path are public opin-
ion, policy advocacy, and formal norms. On the other are business 
considerations, facility narratives, and industry norms. The first path 
was once a bustling throughway to nuclear security, but it has re-
cently become obstructed and no longer seems fully viable. The sec-
ond path remains largely unexplored. The sequel to this story, there-
fore, should be one of collaborative exploration. 

This overall tale was told through seven interrelated stories that to-
gether explain why one path has become a barrier and the other an 
opportunity: 

1. Awareness. Public familiarity with accurate details of nu-
clear security is low and not enough effort is being put into 
educating the public. 

2. Advocacy. Nuclear security advocacy is not a mainstream 
movement. Its focus on political will is no longer viable in a 
world turning its back on multilateral action. Its collective 
fragmentation has gotten worse since the end of the Nuclear 
Security Summits. 

3. External Pressure. Without public or regulatory pressure, 
facility managers will naturally make security decisions 
based on internal motivations. Different managers have dif-
ferent psychosocial profiles, which means some will be more 
open to engagement on questions of security than others. 

4. Business Case. The most important internal motivation at 
the facility level is the business case for adopting or not 
adopting new security practices, including alternative tech-
nologies that apparently have not yet been made attractive 
enough (from a cost-benefit perspective) to adopt. 

5. Normative Pressure. There are still some normative pres-
sures that facility managers are likely to respond to: the 
norms and standards of their industry. But most nuclear se-
curity advocates are not engaging industry on voluntary 
standards. 
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6. Narrative. Industry norms and knowledge shape facility 
narratives about nuclear security, and those narratives in turn 
shape facility decisions about what practices to adopt. Ad-
vocacy narratives have less influence, due to normal psycho-
social dynamics. 

7. Culture. Patterns of belief and behavior are hard to change 
because they are influenced by so many different factors and 
actors. This preliminary study of that complexity suggests 
there is room for growth in the requirements that are estab-
lished by facilities’ customers, industry bodies, vendors, and 
investors with regard to their security practices. 

The sequel to these stories will begin with the nuclear security ad-
vocacy community at an important crossroads with no common 
roadmap. Three lines of research should be pursued as the first steps 
of a new journey. 

ADVOCACY 
When advocacy has succeeded in influencing international and na-
tional norms, it has been for reasons consistent with the system maps 
shown in Figures 2 and 3: there was consonance among advocates’ 
goals and tactics, they were focusing on a level of regulatory action 
that was suited for its time, and they had shared narratives that made 
them effective at communicating their desired outcomes. 

As the global landscape has changed and advocacy has fragmented, 
differences within the advocacy community have become more sa-
lient and need to be bridged. Most salient is the tension between 
NGOs in nuclear weapon states and those in non-nuclear weapon 
states over the prioritization of diversion risks above theft and sab-
otage risks. Equally important will be differences over the degree to 
which industry engagement will be fruitful. 

An observation about narrative can be borrowed from the sixth 
story: differences between advocates are likely to be driven more by 
narrative than by fact (because that is the case for all human beings). 

Research is therefore needed to map the content of the narratives 
espoused by different advocacy groups, experts, and coalitions 
worldwide. Such a narrative-mapping exercise can then be used as 
the basis for a collaborative initiative designed to find bridging nar-
ratives and turn them into a collective strategy for nuclear risk re-
duction.65   



FISSILE MATERIALS SECURITY IN CIVILIAN FACILITIES 

© 2019 FOUNDATION FOR INCLUSION INC.  40 

 
That would enable everyone to see how their own work fits in to the 
collective effort—particularly important given the large number of 
NGOs in this space—and would provide raw material for the devel-
opment of a new vision of nuclear security governance.66 

INDUSTRY 
Industry has made progress on security over the years—just not at 
the pace or in the way many advocates think is needed. Their pro-
gress has come as a result of dynamics that are consistent with the 
system maps in Figures 2 and 3: there was regulatory pressure, there 
were market signals, and facilities had shared some narratives about 
security that influenced facility-level decisions and industrywide 
norms. 

To make further progress, many of those same dynamics need to be 
accounted for. Within industry, as within advocacy, there are differ-
ent narratives about nuclear security between different facilities, in-
dustry bodies, and other industry insiders, as well as differences be-
tween industry and advocacy.  

An industry-focused narrative-mapping exercise could be run in par-
allel with the advocacy-narrative exercise recommended in the pre-
vious section. That mapping exercise could be used as the basis for 
developing engagement strategies targeting different industry actors 
based on their narrative, psychosocial, and business profiles.  

More generally, more opportunities should be organized to encour-
age industry-advocacy engagement and collaboration. For example, 
advocates and their funders could make more of an effort to partici-
pate in industry-led efforts organized by groups such as WINS and 
WNA. 

PUBLIC ENGAGEMENT 
Finally, the public’s lack of familiarity with nearly any detail of nu-
clear security is a missed opportunity. 

Some efforts are already being undertaken to encourage and teach 
better public engagement, including a new webinar series hosted by 
IAEA, and these are a good start.67 WINS has done some work on 
encouraging public disclosure of facilities’ governance arrange-
ments to give the public (and investors) a better sense of the risks.68 
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The system map in Figure 2 shows why efforts such as these have 
been effective, at least at the community level (see Story 1, p. 18). 

For public communication to be effective at the scale needed to put 
force behind effective advocacy, however, research is needed that 
goes beyond aggregate polling and takes an approach that has 
proven effective in commercial marketing: segmenting populations 
based on their values and narratives then testing different combina-
tions of message (what is communicated), messenger (who com-
municates it), and medium (the channels through which it is com-
municated, e.g., news, education, fiction, social media, etc.).69 Such 
a study then should be used as the basis for funding a scaled-up pub-
lic awareness campaign that targets each population segment ac-
cording to the media, the messages, and the messengers most likely 
to resonate. 

Doing that successfully will likely require a new system map—or 
perhaps a simulated version of a system map that would enable ad-
vocates to interact with this kind of knowledge to inform their deci-
sion making, population segment by population segment. 

TO BE CONTINUED . . . 
When the Nuclear Security Summits were taking place, countries 
were making commitments and NGOs had energy driving them to-
ward focused collaboration. 

Much of that work has largely stalled. Populist resurgence, cognitive 
biases, social network effects, public familiarity, divided advo-
cacy—all of these factors and more are pushing in the same direc-
tion: the system of nuclear security advocacy is in stasis and nuclear 
security is at risk of backsliding. 

The path of regulation should not be abandoned: states have a re-
sponsibility to protect citizens against nuclear threats, and advocates 
should continue holding them to account for that responsibility as 
they have done successfully for decades. 

But other paths are opening up. There is energy and interest within 
industry to strengthen nuclear security—and there remains interest 
and urgency within the advocacy community for the same basic 
goal. The characters in this story might have different perspectives 
on what drives the plot forward, but this story can have a happy end-
ing. 
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